
	

Continue

https://crewmak.ru/uplcv?utm_term=unencrypted+pdf+online


Unencrypted	pdf	online

What	is	unencrypted.

INSTITUTION	INSTITUTION	INSTITUTION	INSTITUTIONS	INSTITUTION	INSTITUTION	INSTITUTION	INSTITUTIONS	INSTITUTION	INSTITUTION	INSTITUTIONS	Not	available	for	legal	reasons	Security	Control	assistance	Authentication	Authentication	Authentication	Authentication	Authentication	Access	Authentication	Security	Vulnerability
HTTP	header	HTTP	Injection	Request	contraband	HTTP	Response	HTTP	Parameter	HTTP	Ipertext	Transfer	Protocol	Safe	(HT	TPS)	is	an	extension	of	the	hyperlink	protocol	(HTTP).	It	is	used	for	secure	communication	on	a	computer	network,	and	is	widely	used	on	the	Internet.	[1]	[2]	In	HTTPS,	the	communication	protocol	is	encrypted	using	the
security	of	the	transport	level	(TLS)	or,	previously,	Secure	Sockets	Layer	(SSL).	The	protocol	is	also	referred	to	as	HTTP	on	TLS,	[3]	or	HTTP	on	SSL.	The	main	reasons	for	HTTPS	are	accessible	website	authentication	and	protection	of	privacy	and	integrity	of	data	exchanged	during	transport.	It	protects	from	human-in-the-medium	attacks,	and
bidirectional	communication	encryption	between	a	client	and	a	server	protects	communications	against	interception	and	tampering.	[4]	[5]	The	HTTPS	authentication	aspect	requires	a	third	reliable	part	to	sign	the	server	side	digital	certificates.	This	was	historically	a	costly	operation,	which	meant	that	fully	authenticated	HTTPs	connections	were
usually	found	only	on	guaranteed	payment	transaction	services	and	other	corporate	information	systems	protected	on	the	World	Wide	Web.	In	2016,	a	campaign	by	the	Electronic	Frontier	Foundation	with	the	support	of	web	browser	developers	led	to	the	protocol	becoming	more	prevalent.	[6]	HTTPS	is	now	used	more	often	by	web	users	than	the
unsafe	http	original,	mainly	to	protect	the	authenticity	of	the	page	on	all	types	of	websites;	Secure	accounts;	and	to	maintain	your	communications,	identity	and	browsing	on	private	web.	Overview	More	information:	Transport	Level	Security	URL	Start	with	HTTPS	schema	and	domain	name	label	www	The	uniform	resource	identifier	scheme	(URI)
HTTPS	has	a	syntax	of	identical	usage	to	the	HTTP	scheme.	However,	HTTPS	reports	your	browser	to	use	an	added	layer	of	SSL/TLS	encryption	to	protect	traffic.	SSL/TLS	is	particularly	suitable	for	HTTP,	as	it	can	provide	some	protection	even	if	only	one	side	of	communication	is	authenticated.	This	is	the	case	of	HTTP	transactions	on	the	Internet,
where	typically	only	the	server	is	authenticated	(by	the	client	by	examining	the	server	certificate).	HTTPS	creates	a	secure	channel	on	an	insecure	network.	This	ensures	reasonable	protection	from	interceptable	and	man-in-the-medium	attacks,	provided	that	appropriate	encryption	suites	are	used	and	that	the	server	certificate	is	verified	and	reliable.
Since	HTTPS	Piggybacks	HTTP	is	entirely	at	the	top	of	TLS,	the	underlying	HTTP	protocol	tollety	can	be	encrypted.	This	includes	the	URL	of	the	request	(such	as	the	Web	page	was	requested),	query	parameters,	headers	and	cookiesoften	contain	information	about	user	identification).	However,	since	the	addresses	of	the	website	and	port	numbers
must	necessarily	be	part	of	the	underlying	TCP/IP	protocols,	HTTPS	cannot	protect	their	disclosure.	In	practice	this	means	that	even	on	a	properly	configured	web	server,	interceptors	can	deduce	the	IP	address	and	port	number	of	the	Web	server	and	sometimes	even	the	domain	name	(eg	www.example.org,	but	not	the	rest	of	the	URL)	a
onecommunicates	with,	together	with	the	amount	of	data	transferred	and	the	duration	of	the	communication,	but	not	with	the	content	of	the	communication	itself.[4]	Web	browsers	know	how	to	trust	HTTPS-based	websites	that	are	pre-installed	in	their	software.	This	way	web	browser	creators	rely	on	certification	authorities	to	provide	valid
certificates.	Therefore,	a	user	should	rely	on	an	HTTPS	connection	to	a	website	only	if	and	only	if	all	of	the	following	conditions	are	true:	The	user	trusts	that	the	browser	software	correctly	implements	HTTPS	with	the	Certification	Authorities	pre-installed	properly.	The	user	relies	on	the	certification	authority	to	guarantee	only	for	legitimate	websites.
The	website	provides	a	valid	certificate,	which	means	it	has	been	signed	by	a	trusted	authority.	The	certificate	correctly	identifies	the	website	(for	example,	when	the	browser	visits	“	”,	the	certificate	received	is	correct	for	“example.com”	and	not	for	some	other	entity).	The	user	trusts	that	the	protocol	encryption	level	(SSL/TLS)	is	sufficiently	secure
against	originators.	HTPS	is	particularly	important	on	insecure	networks	and	networks	that	can	be	prone	to	tampering.	Insecure	networks,	such	as	public	Wi-Fi	hotspots,	allow	anyone	on	the	same	local	network	to	sniff	packets	and	discover	sensitive	information	not	protected	by	HTTPS.	In	addition,	some	free	and	paid	WLAN	networks	have	tampered
with	web	pages	by	injecting	packets	in	order	to	post	their	ads	on	other	websites.	This	practice	can	be	maliciously	exploited	in	many	ways,	for	example	by	inserting	malware	on	web	pages	and	stealing	private	information	from	users[7].	HTTPS	is	also	important	for	connections	on	the	Tor	network,	as	malicious	Tor	nodes	could	damage	or	alter	the
contents	that	pass	through	them	in	an	insecure	manner	and	inject	malware	into	the	connection.	This	is	one	of	the	reasons	why	the	Electronic	Frontier	Foundation	and	Tor	Project	have	started	developing	HTTPS	Everywhere,[4]	which	is	included	in	the	Tor	browser.[8]	As	more	and	more	information	about	global	mass	surveillance	and	criminal	theft	of
personal	information	is	revealed,	the	use	of	HTTPS	security	across	all	websites	is	becoming	increasingly	important.	regardless	of	the	type	of	Internet	connection	used.[9][10]	Although	metadata	on	individual	pages	viewed	by	a	user	may	not	be	considered	sensitive,	when	aggregated,	it	can	reveal	a	lot	about	the	user	and	compromise	their	privacy.[11]
[12][12][12][12][12][12]	13]	The	implementation	of	HTTPS	also	allows	the	use	of	HTTP/2	(or	its	predecessor,	the	now	obsolete	SPDY	protocol),	a	new	generation	of	HTTP	designed	to	reduce	page	load	times,	size	and	latency.	It	is	recommended	to	use	HTTP	Strict	Transport	Security	(HSTS)	with	HTTPS	to	protect	users	from	attacks	by	man	in	the
middle,	particularly	SSL	stripping.[13][14]	The	HTTP	should	not	be	confused	with	the	rarely	used	Secure	HTTP	(S-HTTP)	specified	in	RFC	2660.	Use	in	Websites	As	of	April	2018[update],	33.2%	of	Alexa	websites	top	1,000,000	use	HTTPS	by	default,[15]	57.1%	of	the	137,971	most	popular	websites	on	the	Internet	have	a	secure	implementation	of
HTTPS,[16]	and	70%	of	page	loads	(as	measured	by	Firefox	Tele).	Metry)	use	HTTPS.[17]	Browser	Integration	Most	browsers	display	a	warning	if	they	receive	an	invalid	certificate.	Older	browsers,	when	they	connect	to	a	site	with	an	invalid	certificate,	present	the	user	with	a	dialog	box	asking	if	they	want	to	continue.	Newer	browsers	display	a
warning	throughout	the	window.	Newer	browsers	also	show	information	about	of	the	site	in	the	address	bar.	Extended	validation	certificates	indicate	legal	entity	on	certificate	information.	Most	browsers	also	displays	a	user	alert	when	visiting	a	site	that	contains	a	mixture	of	encrypted	and	not	encrypted	content.	Furthermore,	many	web	filters	return
a	security	notice	when	visiting	prohibited	websites.	Comparison	between	different	types	of	SSL	/	TLS	certificates	(using	Firefox	as	Example)	Many	web	browsers,	including	Firefox	(shown	here),	use	the	address	bar	to	indicate	that	their	connection	is	secure,	an	extended	validation	certificate	should	identify	the	legal	entity	for	the	certificate.	When
accessing	a	site	only	with	a	common	certificate,	on	the	Firefox	address	bar	and	other	browsers,	a	"LOCK"	sign	is	displayed.	Most	web	browsers	alert	you	when	visiting	sites	that	have	invalid	security	certificates.	The	Electronic	Frontier	Foundation,	Starting	from	"In	an	ideal	world,	every	Web	request	could	be	default	on	https",	provided	an	add-on
called	HTTPS	anywhere	for	Mozilla	Firefox,	Google	Chrome,	Chromium	and	Android,	which	enables	HTTPS	by	default	for	Hundreds	of	frequently	used	websites.	[18]	[19]	Main	article	of	security:	Security	of	the	transport	level	Security	§Â	HTTPS	security	is	that	of	the	underlying	TLS,	which	typically	uses	long-term	public	and	private	keys	to	generate	a
short-term	session	key,	which	is	then	used	to	encrypt	the	flow	of	data	between	the	client	and	the	server.	X.509	Certificates	are	used	to	authenticate	the	server	(and	sometimes	even	the	client).	Consequently,	certification	authorities	and	public	key	certificates	are	required	to	verify	the	relationship	between	the	certificate	and	its	owner,	as	well	as	to
generate,	sign	and	administer	the	validity	of	certificates.	While	this	may	be	more	advantageous	than	verifying	identities	through	a	trusted	network,	the	2013	mass	surveillance	information	drew	attention	to	certificate	authorities	as	a	potential	weakness	point	that	allows	human-in-the-medium	attacks.	[20]	[21]	An	important	business	in	this	context	is
the	privacy	policy,	which	ensures	that	encrypted	communications	recorded	in	the	past	cannot	be	recovered	and	deciphered	should	be	compromised	long-term	secret	keys	or	passwords	in	the	future.	Not	all	Web	servers	provide	a	secrecy	forward.	[22]	[Update	requirements]	for	HTTPS	To	be	effective,	a	site	must	be	fully	hosted	on	HTTPS.	If	some	of
the	content	on	the	site	is	uploaded	to	HTTP	(scripts	or	images,	for	example),	or	if	only	a	certain	page	containing	sensitive	information,	such	as	an	access	page,	is	uploaded	to	https	while	the	rest	of	the	site	has	been	uploaded	over	simple	https,	the	user	will	be	vulnerable	to	attacks	and	surveillance.	In	addition,	cookies	on	a	website	served	through
HTTPS	must	have	the	secure	attribute	enabled.	On	a	site	that	has	sensitive	information	about	it,	the	user	and	the	session	will	be	exposed	whenever	you	access	that	site	with	HTTP	instead	of	HTTPS.	[13]	The	technical	difference	of	HTTPS	URLs	begins	with	"HTTPS:	//"	and	use	port	443	by	default,	while	HTTP	URLs	start	with	"HTTP:	//"	and	use	port	80
by	default.	HTTP	is	not	encrypted	and	is	therefore	vulnerable	to	man-in-the-medium	attacks	and	intercepting	attacks,	which	can	allow	aggregates	to	access	website	accounts	and	sensitive	accounts,	and	edit	Web	pages	to	inject	malware	or	advertising.	HTTPS	is	designed	to	withstand	such	attacks	and	is	considered	safe	against	them	(except	for	HTTPS
deployments	using	deprecated	versions	of	SSL).	HTTP	network	levels	operate	in	the	highest	layer	of	the	TCP/IP	model	-	the	application	layer;	As	does	the	TLS	security	protocol	(functioning	as	a	lower	sublyer	of	the	same	level),	which	encrypts	an	HTTP	message	before	transmission	and	decrypts	a	message	upon	arrival.	Strictly	speaking,	HTTPS	is	not	a
separate	protocol,	but	refers	to	the	use	of	http	ordinary	on	an	encrypted	SSL/TLS	connection.encrypts	all	message	contents,	including	HTTP	headers	and	request/response	data.	Except	for	the	possible	CCA	encryption	attack	described	in	the	Limitations	section	below,	a	malicious	user	should	be	able	to	discover	that	a	connection	is	taking	place
between	two	parties,	along	with	their	domain	names	and	IP	addresses.	Server	Configuration	To	prepare	a	Web	server	to	accept	HTTPS	connections,	the	administrator	must	create	a	public	key	certificate	for	the	Web	server.	This	certificate	must	be	signed	by	a	trustworthy	certificate	For	the	Web	browser	accept	it	without	notice.	The	Authority	certifies
that	the	holder	of	the	certificate	is	the	operator	of	the	Web	server	submitting	it.	Web	browsers	are	generally	distributed	with	a	list	of	signing	certificates	of	the	main	certificate	authorities	so	they	can	verify	the	certificates	signed	by	them.	Acquiring	Certificates	There	are	a	number	of	commercial	certificate	authorities,	offering	paid	SSL/TLS
certificates	of	a	number	of	types,	including	extended	validation	certificates.	Incrittiamo,	launched	in	April	2016,	[23]	provides	a	free	and	automated	service	that	provides	basic	SSL/TLS	certificates	to	websites.	[24]	According	to	the	Electronic	Frontier	Foundation,	encryption	will	make	the	transition	from	HTTP	to	HTTPS	“as	easy	as	issuing	a	command
or	clicking	a	button.”	[25]	Most	web	hosts	and	cloud	providers	now	leverage	financially	encrypted,	we	provide	free	certificates	to	their	customers.	Use	as	access	control	The	system	can	also	be	used	for	client	authentication	to	restrict	access	to	a	Web	server	to	authorized	users.	To	do	this,	the	site	administrator	typically	creates	a	certificate	for	each
user,	which	the	user	uploads	to	their	browser.	Normally,	the	certificate	contains	the	name	and	email	address	of	the	authorized	user	and	is	automatically	checked	by	the	server	on	each	connection	to	verify	the	user’s	identity,	potentially	without	even	requiring	a	password.	In	case	of	secret	(private)	key	compromised,	an	important	property	in	this
context	is	Perfect	Forward	Secrecy	(PFS).	Owning	one	of	the	long-term	asymmetric	keys	used	to	establish	an	HTTPS	session	should	not	make	it	easier	to	extract	the	short-term	session	key	to	decrypt	the	conversation,	even	later.	DiffieÃ¢	â	̈¬”	Hellman	Key	Exchange	(DHE)	and	Diffrie	elliptical	curve	–	Hellman	Key	Exchange	(ECDHE)	are	in	2013	the
only	patterns	known	to	have	that	property.	In	2013,	only	30%	of	browser	sessions	of	Firefox,	Opera	and	Chromium	used	and	almost	0%	of	sessions	of	Apple’s	Safari	and	Microsoft	Internet	Explorer.	[22]	TLS	1.3,	released	in	August	2018,	support	dropped	the	numbers	without	any	secrecy	forward.	As	of	February	2020	[UPDATE],	96.6%	of	Web	servers
surveyed	support	some	form	of	forward	secrecy	and	52.1%	will	use	forward	secrecy	with	most	browsers.	[26]	A	certificate	can	be	revoked	before	it	expires,	for	example	because	the	privacy	of	the	private	key	has	been	compromised.	Newer	versions	of	popular	browsers	such	as	Firefox,	[27]	Opera,	[28]	and	Internet	Explorer	on	Windows	Vista	[29]
implement	the	Online	Certificate	Status	Protocol	(OCSP)	to	verify	that	this	is	not	the	case.	The	browser	sends	the	certificate	serial	number	to	the	certification	authority	or	its	delegate	via	OCSP	(online	certificate	status	protocol)	and	the	Authority	responds,	telling	the	browser	whether	the	certificate	is	still	valid	or	not.	[30]	The	CA	may	also	issue	a	CRL
to	DÃ¬	to	persons	that	these	certificates	are	revoked.	Limitations	SSL	(Secure	Sockets	Layer)	and	TLS	(Transport	Layer	Security)	Encryption	can	be	configured	in	two	modes:	simple	and	reciprocal.	In	simple	mode,	authentication	is	performed	only	by	the	server.	The	reciprocal	version	requires	the	user	to	install	a	personal	client	certificate	in	the	web
browser	for	user	authentication.	[31]	In	both	cases,	the	level	of	protection	depends	on	the	correct	implementation	of	the	software	and	the	encryption	algorithms	in	use.	SSL	/	TLS	does	not	prevent	the	indexing	of	the	Site	by	a	web	crawler	and	in	some	cases	the	URI	of	the	encrypted	resource	can	be	deduced	knowing	only	the	size	of	the	intercepted
request	/	response.	[32]	This	allows	a	user	to	have	access	to	plain	text	(the	publicly	available	static	content)	and	encrypted	text	(the	encrypted	version	of	the	static	content),	enabling	a	cryptographic	attack.	Since	TLS	works	at	the	protocol	level	below	HTTP	and	has	no	knowledge	of	higher-level	protocols,	TLS	servers	can	only	strictly	submit	a
certificate	for	a	certain	address	and	port	In	the	past,	this	meant	it	was	not	possible	to	use	name-based	virtual	hosting	with	HTTPS.	A	solution	called	Server	Name	Indication	(SNI)	exists,	which	sends	the	host	name	to	the	server	before	encrypting	the	connection,	although	many	older	browsers	do	not	support	this	extension.	Support	for	SNI	is	available
from	Firefox	2,	Opera	8,	Apple	Safari	2.1,	Google	Chrome	6	and	Internet	Explorer	7	on	Windows	Vista.	[34]	[35]	[36]	From	an	architectural	point	of	view:	an	SSL	/	TLS	connection	is	managed	by	the	first	front	machine	that	starts	the	TLS	connection.	If,	for	any	reason	(routing,	traffic	optimization,	etc.),	this	front	machine	is	not	the	application	server
and	needs	to	decrypt	the	data,	solutions	must	be	found	to	propagate	user	authentication	information	or	certificate	to	the	application	server,	which	needs	to	know	who	will	be	connected.	For	SSL	/	TLS	with	mutual	authentication,	the	SSL	/	TLS	session	is	handled	by	the	first	server	that	initiates	the	connection.	In	situations	where	encryption	needs	to	be
propagated	along	the	chained	servers,	session	timeout	management	becomes	extremely	complicated	to	implement.	Security	is	maximum	with	mutual	SSL	/	TLS,	but	on	the	client	side	there	is	no	way	to	properly	terminate	the	SSL	/	TLS	connection	and	disconnect	the	user	except	by	waiting	for	the	server	session	to	expire	or	closing	all	related	client
applications.	A	sophisticated	type	of	a	man-in-the-medium	attack	called	SSL	Stripping	was	presented	at	the	2009	Blackhat	Conference.	This	type	of	attack	defeats	the	security	provided	by	HTTPS	by	modifying	the	HTTPS:	link	in	an	http:	link	link,	taking	advantage	of	the	fact	that	few	Internet	users	actually	type	“https”	into	their	browser	interface:	they
arrive	at	a	secure	site	by	clicking	on	A	link,	and	are	then	tricked	into	thinking	they	are	using	https	when	they	are	actually	using	it.	they	are	using	http.	The	malicious	user	then	communicates	clearly	with	the	customer.	[37]	This	prompted	the	development	of	a	countermeasure	in	HTTP	called	HTTP	rigorous	transport	security.	HTTPS	has	been	shown	to
be	vulnerable	to	a	range	of	traffic	analysis	attacks.	Traffic	analysis	attacks	are	a	type	of	side-channel	attack	that	relies	on	changes	in	traffic	time	and	size	to	infer	properties	on	the	encrypted	traffic	itself.	Traffic	analysis	is	possible	because	SSL/TLS	encryption	changes	the	content	of	the	traffic,	but	has	minimal	impact	on	the	size	and	timing	of	the
traffic.	In	May	2010,	a	research	paper	by	researchers	at	Microsoft	Research	and	Indiana	University	found	that	sensitive	user	details	can	be	deduced	from	side	channels	such	as	packet	size.	Researchers	have	found	that	despite	protection	from	HTTPS	in	several	high-profile,	top-the-line	web	applications	in	healthcare,	taxation,	investment	and	web
search,	an	interceptor	could	deduct	the	user’s	illnesses/drugs/surgeries,	his/her	family	income	and	investment	secrets	[38].	Although	this	work	demonstrated	the	vulnerability	of	HTTPS	to	traffic	analysis,	the	approach	presented	by	the	authors	required	manual	analysis	and	specifically	focused	on	HTTPS-protected	Web	applications.	The	fact	that	more
modern	websites,	including	Google,	Yahoo!,	and	Amazon,	use	HTTPS	causes	problems	for	many	users	trying	to	access	public	Wi-Fi	hotspots,	as	a	Wi-Fi	hotspot	login	page	fails	to	load	if	the	user	tries	to	Open	an	https	resource.	[39]	Several	websites,	such	as	neversasl.com	and	nonhttps.com,	guarantee	that	they	will	always	remain	accessible	from	http
[40]	[41]	History	Netscape	Communications	created	HTTPS	in	1994	for	its	Web	browser	Netscape	Navigator.	[42]	Originally,	HTTPS	is	Used	with	the	SSL	protocol.	Because	SSL	has	evolved	in	Transport	Layer	Security	(TLS),	HTTPS	was	formally	specified	by	RFC	2818	in	May	2000.	Google	announced	in	February	2018	that	his	chrome	browser
marked	HTTP	sites	as	"unprotected"	after	July	2018.	[43]	This	move	was	to	encourage	the	owners	of	the	website	to	implement	HTTPS,	as	an	effort	to	make	the	World	Wide	Web	more	secure.	See	also	Bullrun	(decryption	(decryption	An	anti-encryption	secret	program	performed	by	the	US	National	Security	Agency	Computer	Security	HSTSC	HTTPSEC
Moxie	Marlinspike	opportunistic	encryption	Stunnel	References	^	"Follow	your	site	with	https."	Google	support.	Google	Inc.	filed	by	the	original	2015-03-01.	URL	consulted	November	10,	2018.	^	"What	is	HTTPS?"	Convenient	CA	Limited.	Filed	by	the	original	2015-02-12.	Recovered	2018-10-20.	Hyper	Text	Transfer	Protocol	Secure	(https)	is	the	safe
version	of	HTTP	[...]	^	Network	Working	Group	(May	2000.)	"HTTP	Over	TLS".	The	Internet	Engineering	Task	Force.	Filed	by	the	original	2018-10-31.	URL	consulted	10-20.	^	A	B	C	"HTTPS	Everywhere	FAQ."	2016-11-08.	Filed	by	the	original	2018-11-14.	URL	consulted	November	10,	2018.	^	"Usage	Statistics	of	Default	Protocol	HTTPS	for	Websites,
July	2019."	W3techs.com	filed	by	the	original	2019-08-01.	URL	consulted	on	May	20,	2019.	^	"Encrypting	The	Web."	Electronic	Frontiers	Foundation.	Filed	by	the	original	November	18,	2019.	URL	consulted	on	19	November	2019.	^	"Hotel	WiFi	JavaScript	Injection".	Justinsomnia.	2012-04-03.	Filed	by	the	original	2018-11-18.	URL	consulted
November	10,	2018.	^	The	Tor	Project,	Inc.	"What	is	Tor	Browser?"	TORPROJECT.ORG	filed	by	the	original	2013-07-17.	URL	consulted	on	2012-05-30.	^	Konigsburg,	Eitan;	Pant,	Rajiv;	Kvochko,	Elena	(2014-11-13.)	"Embraring	https".	The	New	York	Times.	Filed	by	the	original	2019-01-08.	URL	consulted	on	November	10,	2018.	^	Gallagher,	Kevin
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External	links	Wikimedia	Commons	has	related	to	https	support.	RFC	2818:	HTTP	over	TLS	RFC	5246:	the	security	protocol	of	the	transport	layer	1.2	RFC	6101:	SSL	(Secure	Sockets	Layer)	version	3.0	How	does	HTTPS	...	in	a	comic!	Retrieved	from	"	2versione	2	of	the	hypertext	transfer	protocol	used	by	the	World	Wide	Web	Http	/	2international
standardRFC_	7540Developed	ByietFinoDoDucedMay-2015;	FAA	¢	6	years	(14.05.2015)	Web	Site	https:	//http2.github.io/	http	/	2	(originally	called	http	/	2.0)	is	a	major	revision	of	the	HTTP	network	protocol	used	by	the	World	Wide	Web.	It	It	was	derived	from	previous	experimental	experimental	protocol,	originally	developed	by	Google.	[1]	[2]	Http	/	2
was	developed	by	the	working	group	HTTP	(also	called	HTTPBIS,	where	"BIS"	means	"twice")	of	the	Internet	Engineering	Task	Force	(IETF).	[3]	[4]	[5].	Http	/	2	is	the	first	new	version	of	HTTP	as	HTTP	/	1.1,	which	was	standardized	in	RFC.	2068	in	1997.	The	working	group	presented	HTTP	/	2	to	the	Internet	Engineering	Steering	Group	(IESG)	for
consideration	as	a	standard	proposed	in	December	2014,	[6]	[7]	And	the	IESG	has	approved	for	publication	as	proposed	standards	17	February	2015	(and	was	updated	in	February	2020	with	regard	to	TLS	1.3).	[8]	[9]	HTTP	/	2	specifications	were	published	as	RFC	7540	on	14	May	2015.	[10]	The	standardization	effort	was	supported	by	Chrome,
Opera,	Firefox,	[11]	Internet	Explorer	11,	11,Amazon	Silk,	and	Edge	browsers.[12]	Most	major	browsers	had	added	HTTP/2	support	by	the	end	of	2015.[13]	About	97%	of	the	web	browsers	used	have	the	capability.[14]	As	of	October	2021,[update],	47%	(after	completing	just	over	50%)	of	the	top	10	million	websites	supported	HTTP/2.[15]	Its	proposed
successor	is	HTTP/3,	a	major	revision	based	on	the	concepts	established	by	HTTP/2.[2][16][17][18]	Objectives	The	working	group	paper	mentions	several	objectives	and	issues	of	interest:[4]	Create	a	negotiation	mechanism	that	allows	clients	and	servers	to	choose	whether	to	use	HTTP/1.1,	2.0	or	potentially	other	non-protocols.	HTTP.	Maintain	a	high
level	of	compatibility	with	HTTP/1.1	(e.g.	methods,	status	codes,	URIs,	and	most	header	fields).	Decrease	latency	to	improve	page	loading	speed	in	web	browsers	by	considering:	HTTP	header	data	compression	HTTP	Server/2	Push	request	pipeline	that	solves	the	problem	of	head-of-line	blocking	in	HTTP	1.x	multiplexing	of	multiple	requests	on	a
single	TCP	connection	Supports	common	HTTP	use	cases	such	as	desktop	web	browsers,	mobile	web	browsers,	web,	web,	web	APIs,	multi-scale	web	servers,	proxy	servers,	reverse	proxy	servers,	firewalls	and	content	distribution	networks.	Differences	from	HTTP/1.1	The	proposed	changes	do	not	require	changes	to	the	functioning	of	existing	web
applications,	but	new	applications	can	take	advantage	of	new	features	to	increase	speed.[19]	HTTP/2	leaves	all	the	high-level	semantics	of	HTTP/1.1,	such	as	methods,	state	codes,	header	fields,	and	URIs	the	same.	What’s	new	is	the	way	data	is	framed	and	transported	between	the	client	and	the	server.[19]	Efficient	websites	minimize	the	number	of
requests	required	to	render	a	full	page	by	minimizing	(reducing	the	amount	of	code	and	packing	smaller	pieces	of	code	into	packets,	without	reducing	their	capacity.	operation)	resources	such	as	images	and	scripts.	However,	minimization	is	not	necessarily	cost-effective	or	efficient	and	may	still	require	separate	HTTP	connections	to	get	the	page	and
resources	minimized.	HTTP/2	allows	the	server	to	“push”	the	content,	i.e.	to	respond	with	data	for	more	questions	than	the	requested	client.	This	allows	the	server	to	provide	data	that	a	web	browser	will	need	to	display	a	web	page,	without	waiting	for	the	browser	to	examine	the	first	response,	and	without	the	overhead	of	a	further	round	of	requests.
[20]	Further	performance	improvements	in	the	first	draft	of	HTTP/2	(which	was	a	copy	of	SPDY)	come	from	multiplexing	requests	and	responses	to	avoid	some	of	the	head-of-line	blocking	problems	in	HTTP1	(even	when	using	HTTP	pipelining),	header	compression,	and	request	prioritization.[21]	However,	since	HTTP/2	runs	on	a	single	TCP
connection,	it	is	still	possible	for	a	head-of-line	block	to	occur	if	TCP	packets	are	lost	or	[22]	HTTP/2	no	longer	supports	the	chunked	transfer	encoding	mechanism	of	HTTP/1.1,	as	it	provides	its	own,	more	efficient,	data	streaming	mechanisms.[23]	History	Genesis	and	Later	Differences	from	SPDY	SPDY	(pronounced	as	“speed”)	was	a	previous	HTTP
replacement	protocol	developed	by	a	Google-led	research	project.[24]	Mainly	focused	on	latency	reduction,	SPDY	uses	the	same	TCP	pipe	but	different	protocols	to	achieve	this	reduction.	The	basic	changes	made	to	HTTP/1.1	to	create	SPDY	included:	“the	pipelining	of	true	requests	without	FIFO	restrictions,	the	message	framing	mechanism	to
simplify	client	and	server	development,	mandatory	compression	(including	headers),	The	HTTP	working	group	considered	Google’s	SPDY	protocol,	Microsoft’s	HTTP	Speed+Mobility	proposal	(SPDY-based),[24]	and	Network-Friendly	HTTP	Upgrade.[26]	In	July	2012,	Facebook	provided	feedback	on	each	of	the	proposals	and	recommended	that	HTTP
The	initial	draft	of	HTTP/2	was	released	in	November	2012	and	was	based	on	a	direct	copy	of	SPDY.[28]	The	biggest	difference	between	And	spy	was	that	at	every	user	action	in	Spdy	was	assigned	a	«Stream	Id»,	which	means	that	there	is	a	single	TCP	channel	that	connects	the	user	to	the	server.	SPDY	divided	requests	in	control	or	data,	using	a
simple	binary	protocol	to	be	analyzed	with	two	types	of	frames.	[25]	[29]	SPDY	has	shown	a	clear	improvement	over	the	HTTP,	with	a	new	loading	speed	of	the	pages	between	11%	and	47%.	[30]	The	development	of	HTTP	/	2	used	SPDY	as	a	starting	point.	Among	the	many	detailed	differences	between	protocols,	the	most	remarkable	is	that	HTTP	/	2
uses	a	Huffman	code-based	compression	algorithm,	instead	of	dynamic	spy-based	dynamic	compression.	This	helps	reduce	the	possibility	of	compression	oracular	attacks	on	the	protocol,	such	as	the	Crime	attack.	[29]	On	February	9,	2015,	Google	announced	the	intention	of	removing	support	for	Spdy	in	Chrome	in	favor	of	support	for	HTTP	/	2.	[31]
Which	had	effect,	starting	from	Chrome	51.	[32]	[33]	Milestones	of	Development	Development	Milestone	[4]	20	December	2007	[34]	[35]	First	Internet	Review	project	http	/	1.1	January	23,	2008	[36]	First	security	project	HTTP	Internet	Property	Start	2012	[37]	Call	for	HTTP	proposals	2.0	October	14	November	25,	2012	[38]	[39]	Working	Group	Last
call	for	http	/	1.1	Revision	28	November	2012	[40]	[41]	First	draft	WG	of	HTTP	2.0,	based	on	Draft-Mbelshe-Httpbis-spdy-00	Held	/	Eliminated	Working	Group	Last	call	for	security	properties	http	September	2013	[42]	[43]	Presenting	the	revision	http	/	1.1	to	IESG	as	a	proposed	Standard	12	February	2014	[44]]	IESG	approved	the	HTTP	/	1.1	revision
to	be	published	as	Standard	proposed	June	6,	2014	[34]	[45]	Publish	revision	http	/	1.1	as	RFCÃ,	7230,	7231,	7232,	7233,	7234,	7235	August	1,	2014	Â	€	1	September	2014	[7]	[46]	Ultima	Working	Group	Call	for	http	/	2	December	16,	2014	[6]	Send	http	/	2	to	IESG	to	be	considered	as	a	Standard	proposed	31	December	2014	Â	«14	January	2015Â»
[47]	IETF	LAST	CALL	FOR	HTTP	/	2	January	22,	2015	[48]	Telechat	IESG	To	review	HTTP	/	2	as	a	proposed	Standard	17	February	2015	[8]	IESG	approved	HTTP	/	2	to	be	published	as	a	Standard	proposed	May	14,	2015	[49]	Publish	http	/	2	as	RFCÃ,	7540	February	2020	RFCÃ,	8740:	HTTP	/	2	with	TLS	1.3	HTTP	/	2	encryption	is	defined	for	both
HTTP	uri	(ie	without	TLS	encryption,	an	abbreviated	H2C	configuration)	and	for	HTTPS	URI	(on	TLS	Using	the	Alpn	[50]	extension	where	TLS	1.2	or	later	is	required,	an	abbreviated	configuration	traveled	in	H2).	Although	the	standard	does	not	require	the	use	of	encryption,	[51]	All	the	main	client	implementations	(Firefox,	[52]	Chrome,	Safari,
Opera,	IE,	Edge)	declared	to	support	only	HTTP	/	2	on	TLS,	which	makes	it	Mandatory	encryption	of	Facto.	[53]	Criticism	The	development	process	of	HTTP	/	2	and	the	protocol	itself	were	criticized.	The	developer	of	FreeBSD	and	Varnish	Poul-Henning	Kamp	states	that	the	standard	has	been	prepared	with	an	unrealistic	timing,	excluding	any	basis
for	the	new	HTTP	/	2	protocol	different	from	the	SPDY	protocol	and	resulting	in	loss	of	other	improvement	opportunities.	[54]	Kamp	criticizes	the	protocol	itself	for	its	inconsistency	and	its	useless	and	overwhelming	complexity.	[54]	He	also	states	that	the	protocol	violates	the	principle	of	layering	of	the	protocol,	[54]	for	example	duplicating	the	flow
control	that	belongs	to	the	Transport	Layer	(TCP).	Most	concerns,	however,	concerns	issues	related	to	cryptography.	Encryption	Cryptography	Computing	costs	mandatory	and	availability	of	certificates	Initially,	some	members	[who?]	Of	the	working	group	have	tried	to	introduce	a	cryptographic	requirement	in	the	protocol.	This	addressed	criticisms.
Critics	claimed	that	encryption	has	non-negligible	calculation	costs	and	that	many	HTTP	applications	actually	do	not	need	encryption	their	providers	have	no	desire	to	spend	additional	resources	on	it.	Proponents	of	encryption	have	stated	that	this	figure	is	negligible	in	practice.[55]	Poul-Henning	Kamp	criticized	the	IETF	for	quickly	standardizing
Google’s	SPDY	prototype	as	HTTP/2	due	to	political	considerations.[54][56][57][54][56][57]	of	the	agenda	of	mandatory	encryption	within	the	framework	of	the	existing	certificate	is	not	new,	nor	is	it	unique	for	members	of	the	open	source	community	–	â	̈¬	“a	Cisco	employee	stated	in	2013	that	this	certificate	template	is	not	compatible	with	small
devices	like	routers,	Since	this	template	requires	not	only	the	Annual	fee	remittance	and	fee	remittance	for	each	certificate	is	not	trivial,	but	must	be	repeated	continuously	on	a	yearly	basis	[58].	The	Working	Group	finally	did	not	reach	consensus	on	mandatory	encryption,	[51]	Although	most	client	implementations	require	it,	it	makes	encryption	a	de
facto	requirement.	Lack	of	opportunistic	encryption	The	HTTP/2	protocol	has	also	faced	criticism	for	not	supporting	opportunistic	encryption,	a	measure	against	passive	monitoring	similar	to	the	StartTTL	mechanism	that	has	long	been	available	in	other	Internet	protocols	such	as	SMTP.	Critics	have	stated	that	the	http/2	proposal	violates	its
monitoring	monitoring	monitoring	of	the	RFC-7258	“IETF	is	an	attack”,	which	also	has	a	current	best	practice	status	188.	[59]	RFC7258	/	BCP188	requires	passive	monitoring	to	be	considered	as	an	attack	and	protocols	designed	by	IETF	should	take	measures	to	protect	against	passive	monitoring	(e.g.	through	the	use	of	opportunistic	encryption).	A
set	of	specifications	for	the	opportunistic	encryption	of	http/2	has	been	provided,	[60]	[61]	[62]	of	which	the	Draft-NottingHam-HTTP2	encryption	has	been	adopted	as	an	official	work	item	of	the	working	group,	leading	to	the	release	of	RFCL88	164	in	May	2017.	TCP	Terminal	Blocking	Although	the	HTTP/2	design	effectively	addresses	the	problem	of
HTTP	transaction-level	header	blocking	by	allowing	multiple	simultaneous	HTTP	transactions,	all	those	transactions	are	multiplexed	on	a	single	TCP	Connection,	which	means	that	any	packet-level	header	blocking	the	TCP	stream	simultaneously	all	transactions	accessible	through	that	connection.	This	terminal	block	in	HTTP/2	is	now	widely	regarded
as	a	design	flaw,	and	much	of	the	effort	behind	Quic	and	HTTP/3	has	been	dedicated	to	reducing	head	lock	issues.	[63]	[64]	Server	side	main	article	ARTICLE:	CONFERING	SERVER	SOFTWARE	TO	SERVER	SERVERBER	APACHE	2.4.12	Supports	HTTP	/	2	via	the	MOD_H2	module,	[65]	Although	appropriate	patches	must	be	applied	to	the	server
source	code	to	support	the	module.	Beginning	with	Apache	2.4.17	All	patches	are	included	in	the	main	Apache	source	tree,	although	the	module	itself	has	been	renamed	Mod_HTTP2.	[66]	Older	versions	of	Spdy	were	supported	by	mod_spdy,	[67]	However,	development	of	mod_spy	has	stopped.	[68]	Apache	Tomcat	supports	http/2	with	version	8.5	and
newer	with	a	configuration	change.	[69]	Apache	Traffic	Server	supports	http/2.	[70]	Caddy	supports	http/2.	[71]	Charles	Proxy	supports	http/2	as	Charles	4	version.	[72]	Citrix	NetScaler	11.x	supports	http/2.	[73]	SUCURI	supports	http	/	2.	[74]	F5	Big-IP	Local	Traffic	Manager	11.6	Supports	http	/	2.	[75]	Barracuda	Networks	WAF	(Web	Application
Firewall)	supports	http/2.	[76]	H2O	was	built	from	scratch	for	http/2	support.	[77]	Haproxy	1.8	supports	http	/	2.	[78]	Jetty	9.3	supports	http	/	2.	[79]	Lightpd	1.4.56	supports	http	/	2.	[80]	Litespeed	Web	Server	5.0	supports	HTTP/2.	[81]	Microsoft	IIS	supports	HTTP/2	on	Windows	10,	[82]	Windows	Server	2016	and	Windows	Server	2019.	Netty	4.1
supports	http	/	2.	[83]	Nginx	1.9.5	supports	HTTP/2,	[84]	released	September	22,	2015,	using	the	NGX_HTTP_V2_Module	module	and	the	HTTP/2	server	push	from	version	1.13.9	to	20	2018.	[85]	node.js	Stable	support	from	8.13.0.	[86]	(5.0	supports	http	/	2	with	a	module	[87]	and	node	8.4	introduced	embedded	experimental	support	for	http	/	2.	[88])
Kestrel	web	server	for	ASP.NET	Core	supports	HTTP	/	2	since	.NET	Core	2.2.0-	Preview	1.	[89]	OpenLiteSpeed	â	€
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