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Ccna	2	chapter	4	quiz	answers

Ccna	module	2	chapter	4	quiz	answers.

Cybersecurity	Essentials	v1.1	Explanation:	Cross-site	scripting	(XSS)	allows	criminals	to	inject	scripts	containing	malicious	code	into	web	applications.	2.	What	kind	of	attack	affects	an	SQL	database	using	a	user’s	input	field?	buffer	overflow	SQL	injection*	XML	injection	cross	script	Explanation:	A	criminal	can	insert	a	malicious	SQL	statement	into	an
input	field	of	a	website	where	the	system	does	not	properly	filter	the	user’s	input.	3.	What	are	the	two	reasons	why	the	WEP	protocol	is	weak?	(Choose	two.)	WEP	uses	the	same	encryption	features	as	Bluetooth.	Everyone	on	the	network	uses	a	different	key.	The	key	is	static	and	repeats	over	a	congested	network.*	Default	settings	cannot	be	changed.
The	key	is	transmitted	in	clear.*	Explanation:	The	initialization	vector	(IV)	is	ofÃ	̈	WEPÃ	̈	̈	̈	is	the	following:	It	is	a	24-bit	field,	which	is	too	small,	it	is	clear	and	legible,	it	is	static,	and	it	causes	identical	key	streams	to	repeat	over	a	Traffic	network	4.	What	is	the	difference	between	a	virus	and	a	worm?	Viruses	hide	in	legitimate	programs,	but	worms
don’t.	Worms	self-replicate,	but	viruses	don’t.*	Viruses	self-replicate,	but	worms	don’t.	Worms	require	a	host	file,	but	viruses	don’t.	Explanation:	Worms	are	able	to	self-replicate	and	exploit	vulnerabilities	on	computer	networks	without	user	involvement.	5.	A	criminal	is	using	software	to	get	information	on	a	user’s	computer.	What	is	this	type	of
software	called?	phishing	adware	spyware*	virus	Explanation:	Spyware	is	software	that	keeps	track	of	a	user’s	activity	and	gets	information	about	that	user.	6.	What	is	the	meaning	of	the	term	logic	bomb?	a	malicious	worm	a	malicious	program	that	uses	a	trigger	to	awaken	the	malicious	code*	a	malicious	virus	a	malicious	program	that	hides	in	a
legitimate	program	Explanation:	A	logic	bomb	remains	inactive	until	a	trigger	event	occurs.	Once	activated,	a	logic	bomb	executes	malicious	code	that	damages	a	computer.	The	7.	What	is	the	term	used	when	a	malicious	party	sends	a	fraudulent	email	disguised	as	coming	from	a	legitimate	and	trustworthy	source?	Trojan	vishing	phishing*	backdoor
social	engineering	Explanation:	Phishing	is	used	by	malicious	parties	who	create	fraudulent	messages	that	try	to	induce	a	user	to	share	sensitive	information	or	install	malware.	8.	What	are	two	ways	to	protect	a	computer	from	malware?	(Choose	two.)	Clear	the	browser	cache.	Use	antivirus	software.*	Delete	unused	software.	Keep	the	software	up	to
date.*	Defragment	the	hard	disk.	Explanation:	At	a	minimum,	a	computer	should	use	antivirus	software	and	have	all	the	up-to-date	software	to	defend	itself	against	malware.	9.	What	happens	on	a	computer	when	the	data	exceeds	the	limits	of	a	buffer?	overflow*	a	system	exception	a	cross-site	scripting	SQL	injection	Explanation:	A	buffer	overflow
occurs	by	changing	data	beyond	the	bounds	of	a	buffer	and	can	lead	to	a	system	crash,	data	compromise	or	cause	privilege	escalation.	The	10.	What	is	the	term	used	for	for	An	email	that	addresses	a	specific	person	used	at	a	financial	institution?	Spam	Vushing	Spear	Phishing	*	Target	Phishing	Spyware	Explanation:	Spear	Phishing	is	a	personalized
phishing	attack	to	reach	a	specific	person	or	target.	At	11.	An	attacker	is	sitting	in	front	of	a	store	and	copy	in	wireless	e-mail	mode	and	contact	lists	from	unaware	user	devices.	What	kind	of	attack	is	this?	RF	JAMMING	SMISHING	BlueJacking	BluesNarfing	*	Explanation:	BlusNarfing	is	a	copy	of	user	information	via	unauthorized	Bluetooth
transmissions.	12.	What	are	the	two	tactics	used	by	a	social	engineer	to	get	personal	information	from	an	unsuspective	goal?	(Choose	Due	(Choose	two.)	The	email	contains	keywords.	The	email	has	badly	wrote	punctuation	words	or	errors	or	both.	*	The	email	is	of	your	supervisor.	The	email	is	a	friend.	The	email	has	no	object.	*	The	email	has	an
attachment	that	is	a	receipt	for	a	recent	purchase.	Explanation:	Spam	is	a	common	advertising	method	through	the	use	of	unsolicited	emails	and	can	contain	malware.	The	14.	Which	term	describes	the	sending	of	a	short	deceptive	SMS	message	used	to	induce	a	target	to	visit	a	website?	SMISHING	SPAM	*	Prayware	impersonation	Explanation:
Smishing	is	also	known	as	SMS	Phishing	and	is	used	to	send	deceptive	SMS	to	induce	a	user	to	call	a	phone	number	or	visit	a	specific	website.	The	15.	A	computer	has	a	payment	request	screen	before	the	user	before	the	user	can	access	the	user	data.	What	kind	of	malware	is	this?	A	type	of	logic	bomb	A	type	of	virus	A	type	of	worm	A	type	of
ransomware	*	Explanation:	The	ransomware	generally	encrypt	data	on	a	computer	and	make	them	not	available	until	the	user	does	not	pay	a	certain	amount	of	money.	The	16.	What	is	the	name	of	the	type	of	software	that	generates	revenue	generating	annoying	pop-ups?	Spyware	Tracker	pop-up	adware	*	Explanation:	Adware	is	a	type	of	malware
that	displays	pop-ups	on	a	computer	to	generate	revenue	for	malware	creator.	17.	What	modifies	a	rootkit?	Microsoft	Word	Notepad	Save	Programs	Operating	System	*	Explanation:	A	rootkit	commonly	changes	an	operating	system	to	create	a	backdoor	to	bypass	the	normal	authentication	mechanisms.	18.	What	is	the	name	given	to	a	program	or
program	code	that	bypass	the	normal	authentication?	Virus	Worm	Ransomware	Trojan	BackDoor	*	Explanation:	A	backdoor	is	a	program	or	program	code	implemented	by	a	criminal	to	work	around	normal	authentication	used	to	access	a	system.	Last	on	June	14,	2021	by	admin	IT	Essentials	7	Chapter	2	Quiz	Answers	2020	correct	100%	ITE	7.0
Chapter	2	Quiz	Answers	CompactFlash	USB	flash	drive	microSD	hard	disk	Answers	Explanation	and	tips:	tips:	Of	the	size	of	mobile	phones,	a	very	small	storage	device	as	a	microSD	card	is	desirable.	CompactFlash	is	an	old	form	of	a	storage	device;	It's	too	big	for	a	mobile	phone,	but	it	is	widely	used	in	cameras	and	video	recorders	due	to	its	great
capacity	and	access	speed.	Similarly,	USB	flash	units	and	hard	disk	units	are	too	big	for	a	mobile	phone.	Use	a	pulley.	Remove	the	paper	and	all	ink	sources	before	moving.	Fold	your	knees	during	lifting.	Wear	safety	glasses.	Answer	Explanation	&	Suggestions:	The	job	description	of	a	technician	commonly	lists	the	need	to	be	able	to	lift	40	pounds.
When	raising	heavy	objects,	it	is	important	to	bend	to	the	knees	to	avoid	back	injury.	Remove	watches	and	jewelry.	Check	the	surrounding	area	for	travel	hazards.	Make	sure	the	computer	is	virus-free.	Remove	all	cables	except	the	power	cord.	Answer	Explanation	&	Tips:	Before	working	on	the	equipment,	remove	all	watches	or	other	jewels	and
protect	loose	objects	like	natives	and	badges.	MicroSD	XD	MINISD	COMPACTFLASH	Answers	Explanation	&	Tips:	CompactFlash	is	still	used	in	video	cameras	due	to	its	high	speed	and	capacity.	An	audio	card	includes	the	type	of	slot,	the	digital	signal	processor	(DSP),	the	door	and	connection	types,	as	well	as	the	signal-noise	ratio	(SNR).	To	increase
bandwidth	to	implement	a	raid	to	import	videos	to	get	a	higher	sampling	frequency	to	have	wireless	connectivity	Answers	Explanation	and	suggestions:	You	could	update	the	network	interface	card	(NIC)	to	provide	wireless	connectivity	or	for	Increase	bandwidth.	Consult	the	documentation	of	the	motherboard	or	the	manufacturer's	website	to	verify
that	the	RAM	is	compatible	with	the	motherboard.	Change	the	voltage	selector	to	meet	the	RAM	voltage	specifications.	Populate	the	central	memory	slots	before	inserting	the	new	RAM.	Make	sure	the	memory	expansion	slot	cards	are	locked	before	inserting	the	RAM	module.	Answer	Explanation	&	Tips:	Before	installing	a	memory	module	it	is
important	to	check	the	absence	of	compatibility	problems.	The	AÃ,	DDR3	RAM	module	does	not	fit	into	a	DDR2	slot.	Verification	isÃ,	Best	Done,	by	consulting	the	documentation	of	the	motherboard	or	checking	on	the	manufacturer's	website.	IT	ESSENTIALS	7	Chapter	2	Quiz	Answers	01	Power	LED	USB	Power	Button	Drive	LED	Activities	Answers
Explanation	and	suggestions:	The	USB	connector	for	the	front	panel	is	generally	consisting	of	nine	or	ten	pins	arranged	on	two	files.	It	can	also	have	four	or	five	pins	or	individual	groups	of	four	or	five	pins.	the	requirements	of	Devices	The	operating	system	installed	The	case	form	factor	The	total	power	of	all	components	The	type	of	CPU	Answers
Explanation	&	Tips:	When	building	a	computer,	select	a	power	supply	with	sufficient	power	to	power	all	the	components.	Each	component	within	the	computer	uses	a	certain	amount	of	energy.	Get	power	to	power	power	the	components	of	the	manufacturer's	documentation.	When	you	decide	on	a	power	supply,	make	sure	you	choose	a	power	supply
that	has	more	than	enough	power	for	current	components.	The	shape	of	the	computer	case	is	usually	determined	by	the	motherboard,	power	supply	and	other	internal	components.	RAM	Speed	Output	POWER	POWER	POWER	POWER	Motherboard	speed	Replies	Explanation	and	suggestions:	550W	It	describes	the	output	power	for	a	power	supply.
False	True	Answers	Explanation	and	Tips:	when	installing	a	hard	drive,	tighten	all	screws	slightly	by	hand	to	facilitate	installation	of	all	screws.	Do	not	tighten	over	the	screws	when	using	screwdriver.	3.5	inches	(8.9	cm)	from	2.25	inches	(5.7	cm)	from	2.5	inches	(6.4	cm)	from	2.5	inches	(6.4	cm)	5.25	inches	(13.3	cm)	two	shape	factors	used	with
internal	SATA	hard	drives	are	3.5	inches	(8.9	cm)	and	2.5	inches	(6.4	cm)	with	most	of	them	3.5	inches.	SD	card	I/O	RAID	card	CARTA	CARTA	SCHEDA	REPLY	Explanation	and	suggestions:	A	RAID	controller	controls	the	expansion	of	internal	and	external	drives	and	providing	error	tolerance	for	storage	devices.	The	I/O	tab	lets	you	add	additional	I/O
ports	to	add	to	a	computer.	A	capture	card	imports	video	information	to	a	computer	and	records	it	on	the	storage	device.	SD	storage	cards	are	a	removable	memory	form	widely	used	in	portable	devices.	IT	Essentials	7	Chapter	2	Quiz	Answers	02	Section	B	Section	C	Section	D	Section	A	Replies	Explanation	and	suggestions:	SATA	ports	on	the
motherboard	are	commonly	positioned	away	from	all	other	doors.	SATA	doors	are	small	and	grouped	together.	together.
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